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agency regulations and to policy direc-
tives and guidelines issued under sec-
tion 5.4(d)(2) and section 6.2(b) of the
Order. Such approved markings shall
be uniform and binding on all agencies
and must be available in a central reg-
istry.

(3) If used, the dissemination control
and handling markings will appear at
the top and bottom of each page after
the level of classification.

(k) Portion marking waivers. (1) An
agency head or senior agency official
may request a waiver from the portion
marking requirement for a specific cat-
egory of information. Such a request
shall be submitted to the Director of
ISOO and should include the reasons
that the benefits of portion marking
are outweighed by other factors. The
request must also demonstrate that
the requested waiver will not create
impediments to information sharing.
Statements citing administrative bur-
den alone will ordinarily not be viewed
as sufficient grounds to support a waiv-
er.

(2) Any approved portion marking
waiver will be temporary with specific
expiration dates.

(3) Requests for portion marking
waivers from elements of the Intel-
ligence Community (to include perti-
nent elements of the Department of
Defense) should include a statement of
support from the Director of National
Intelligence or his or her designee. Re-
quests for portion marking waivers
from elements of the Department of
Defense (to include pertinent elements
of the Intelligence Community) should
include a statement of support from
the Secretary of Defense or his or her
designee. Requests for portion marking
waivers from elements of the Depart-
ment of Homeland Security should in-
clude a statement of support from the
Secretary of Homeland Security or his
or her designee.

(4) A document not portion marked,
based on an ISOO-approved waiver,
must contain a warning statement that
it may not be used as a source for de-
rivative classification.

(5) If a classified document that is
not portion marked, based on an ISOO-
approved waiver, is transmitted out-
side the originating organization, the
document must be portion marked un-
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less otherwise explicitly provided in
the waiver approval.

(1) Marking information that has been
reclassified. Specific information may
only be reclassified if all the conditions
of section 1.7(d) of the Order and its im-
plementing directives have been met.

(1) When taking this action, an origi-
nal classification authority must in-
clude the following markings on the in-
formation:

(i) The level of classification;

(ii) The identity, by name and posi-
tion, or by personal identifier of the
original classification authority;

(iii) Declassification instructions;

(iv) A concise reason for classifica-
tion, including reference to the appli-
cable classification category from sec-
tion 1.4 of the Order; and

(v) The date the reclassification ac-
tion was taken.

(2) The original classification author-
ity shall notify all known authorized
holders of this action.

(m) Marking of electronic storage
media. Classified computer media such
as USB sticks, hard drives, CD ROMs,
and diskettes shall be marked to indi-
cate the highest overall classification
of the information contained within
the media.

§2001.25 Declassification markings.

(a) General. A uniform security clas-
sification system requires that stand-
ard markings be applied to declassified
information. Except in extraordinary
circumstances, or as approved by the
Director of ISOO, the marking of de-
classified information shall not deviate
from the following prescribed formats.
If declassification markings cannot be
affixed to specific information or mate-
rials, the originator shall provide hold-
ers or recipients of the information
with written instructions for marking
the information. Markings shall be uni-
formly and conspicuously applied to
leave no doubt about the declassified
status of the information and who au-
thorized the declassification.

(b) The following markings shall be
applied to records, or copies of records,
regardless of media:

(1) The word, ‘‘Declassified;”

(2) The identity of the declassifica-
tion authority, by name and position,
or by personal identifier, or the title
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and date of the declassification guide.
If the identity of the declassification
authority must be protected, a per-
sonal identifier may be used or the in-
formation may be retained in agency
files.

(3) The date of declassification; and

(4) The overall classification mark-
ings that appear on the cover page or
first page shall be lined with an X’ or
straight line. An example might appear
as:

CRORET

Deélassiﬁed by David Smith, Chief, Division
5, August 17, 2008

§2001.26 Automatic declassification
exemption markings.

(a) Marking information exempted from
automatic declassification at 25 years. (1)
When the Panel has approved an agen-
cy proposal to exempt permanently
valuable information from automatic
declassification at 25 years, the ‘‘De-
classify On”’ line shall be revised to in-
clude the symbol 256X’ plus the num-
ber(s) that corresponds to the cat-
egory(ies) in section 3.3(b) of the Order.
Except for when the exemption per-
tains to information that should clear-
ly and demonstrably be expected to re-
veal the identity of a confidential
human source, or a human intelligence
source, or key design concepts of weap-
ons of mass destruction, the revised
“Declassify On’ line shall also include
the new date for declassification as ap-
proved by the Panel, not to exceed 50
years from the date of origin of the
record. Records that contain informa-
tion, the release of which should clear-
ly and demonstrably be expected to re-
veal the identity of a confidential
human source or a human intelligence
source, or key design concepts of weap-
ons of mass destruction, are exempt
from automatic declassification at 50
years.

(2) The pertinent exemptions, using
the language of section 3.3(b) of the
Order, are:

256X1: reveal the identity of a confidential
human source, a human intelligence source,
a relationship with an intelligence or secu-
rity service of a foreign government or inter-
national organization, or a non-human intel-
ligence source; or impair the effectiveness of
an intelligence method currently in use,
available for use, or under development.
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256X2: reveal information that would assist
in the development, production, or use of
weapons of mass destruction;

256X3: reveal information that would impair
U.S. cryptologic systems or activities;

256X4: reveal information that would impair
the application of state-of-the-art tech-
nology within a U.S. weapon system;

25X5: reveal formally named or numbered
U.S. military war plans that remain in ef-
fect, or reveal operational or tactical ele-
ments of prior plans that are contained in
such active plans;

256X6: reveal information, including foreign
government information, that would cause
serious harm to relations between the United
States and a foreign government, or to ongo-
ing diplomatic activities of the United
States;

256X7: reveal information that would impair
the current ability of United States Govern-
ment officials to protect the President, Vice
President, and other protectees for whom
protection services, in the interest of the na-
tional security, are authorized;

256X8: reveal information that would seri-
ously impair current national security emer-
gency preparedness plans or reveal current
vulnerabilities of systems, installations, or
infrastructures relating to the national secu-
rity; or

256X9: violate a statute, treaty, or inter-
national agreement that does not permit the
automatic or unilateral declassification of
information at 25 years.

(3) The pertinent portion of the
marking would appear as:
Declassify On: 256X4, 20501001

(4) Documents should not be marked
with a ‘““26X’’ marking until the agency
has been informed that the Panel con-
curs with the proposed exemption.

(5) Agencies need not apply a ‘256X
marking to individual documents con-
tained in a file series exempted from
automatic declassification under sec-
tion 3.3(¢c) of the Order until the indi-
vidual document is removed from the
file and may only apply such a mark-
ing as approved by the Panel under sec-
tion 3.3(j) of the Order.

(6) Information containing foreign
government information will be
marked with a date in the ‘‘Declassify
On” line that is no more than 25 years
from the date of the document unless
the originating agency has applied for
and received Panel approval to exempt
foreign government information from
declassification at 25 years. Upon re-
ceipt of Panel approval, the agency
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